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3.0 SCOPE 



 

3) 



 

7.3 AUDIT AND ACCOUNTABILITY (AU)  

IWU must: (i) create, protect, and retain system audit records to the extent needed to enable 
the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or 
inappropriate information system activity on protective enclave systems, specific to 
confidential data and confidential networks, at a minimum; and (ii) ensure that the actions of 
individual information system users can be uniquely traced for all restricted systems. 

7.4 ASSESSMENT AND AUTHORIZATION (CA)  



 

user response activities; and (ii) track, document, and report incidents to appropriate 
institution officials and/or authorities. 

7.9 MAINTENANCE (MA)  

IWU must: (i) perform periodic and timely maintenance on institution information systems; 
and (ii) provide effective controls on the tools, techniques, mechanisms, and personnel used 
to conduct information system maintenance. 

7.10 MEDIA PROTECTION (MP)  

IWU must: (i) protect information system media, both paper and digital; (ii) limit access to 
information on information system media to authorized users; and (iii) encryption, where 
applicable, (iiii) sanitize or destroy information system media before disposal or release for 
reuse. 

7.11 PHYSICAL AND ENVIRONMENTAL PROTECTION (PE)  

IWU must: (i) limit physical access to information systems, equipment and the respective 







 

13.0 RELATED POLICIES 

 Illinois Wesleyan University Data Classification Policy 
 Data Classification Procedure  
 Acceptable Use Policy 

14.0 RESPONSIBLE DEPARTMENT 

Information Systems 

15.0 POLICY AUTHORITY 

This policy is issued by the Chief Information Officer for Illinois Wesleyan University 

 

16.0 REVISION HISTORY 

Version Date Author Revisions 

1.0 May 2021 GreyCastle Security Initial Draft 
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