
1 
 

 

Illinois Wesleyan University 
Information Technology Services Email Use and Account Management Policy 
 
 
Policy Synopsis 
 
Title: Email Use and Account Management 
Approval Date: XX/XX/XXXX 
Revision Date, if applicable: 
Review Date(s): 
Responsible Officer (RO): Director of Security and Infrastructure 
Standard Operating Procedures Manager (PM): Systems Administrator 
 
A.  Purpose and Scope 
 
Purpose 
This policy outlines the guidelines for email use and management at Illinois Wesleyan 
University (IWU). It is important for users to adhere to this policy to maintain the security, 
confidentiality, and integrity of IWU’s email systems and data.
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● Employment and Alumni Status for Email Accounts  
o If an individual is an employee and alumni of the University, upon leaving, they 

will be subject to the email account policy for employees. This means that their 
email account will be terminated at the end of their employment  

● Contractors: 
o Contractors may be granted access to an IWU email account as needed for the 

performance of their duties. 
o Email accounts will be terminated at the end of their contract or agreement  
o Contractors are responsible for managing their own email accounts in accordance 

with this policy. 
o Inactive contractor accounts will be disabled after 30 days of inactivity. 
o Email forwarding to external recipients is not recommended for contractors. 

 
G.  Accessing Email Accounts 
 
IWU reserves the right to access email accounts, despite the fact that a user has established login 
credentials. However, IWU and its agents or custodians of the email system will not access or 
disclose the content of an individual’s email account unless there is a legitimate business need, or 
unless required by law. 
 
In addition, before accessing or disclosing the content of an individual's email account, 
permission must be secured from an appropriate member of leadership designated for each 
constituency. The authorized leaders for each constituency are as follows: 
 
Constituency Authorized Leader 
All Groups University President 
Advancement VP of Advancement  
Business and Finance VP of Business/Finance 
Enrollment and Marketing VP of Enrollment/Marketing 
External Relationships VP of External Relationships 
Institutional Effectiveness Assoc. VP of Institutional Effectiveness 
Provost/Dean of Faculty Provost/Dean of Faculty 
Student Affairs/Dean of Students VP of Student Affairs/Dean of Students  

 
*In situations where the authorizers listed above are unable to perform this duty in the manner or 
period needed, a designee of the University President will assume decision authority. 
 
Furthermore, IWU reserves the right to monitor and review email accounts for compliance with 
this policy and applicable laws and regulations. 
 
 
 
 
 
 



4 
 


